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OPT?”-AL ALLOCAT?.ONOF INSPECTIONRESWRCES*

J. T. Rerkin. W. H. chambers, ●nd H. S. Vaccaro
Los Alsmos National Lakratory

Allocation of Inspsctiw resources for
International safeguards is conslderefi ●s the
problem of designing a crxaplex system that is
composed of individual inspection activities
●nd that has the objective of tetecting mater-
ial loss. Optimization theory is applied in
selecting those inspection aCtlVitiOS that
meximicte a system performance measure within
resource constraints. The method Is ●pplicable
to o global allocation problem in which ita-
spection resources are distributed throughout
● hierarchy consisting of multiple countriom,
multiple facilities within ●ach country. ●nd
multiple ●ctivities within ●ach futility.

Abstract
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Tke International Atcmlc Knergy Agency
(IAEA) ●nnually conducts eker 1700 inspections
of nuclear facilities throughout the world.
The primary purpose of thesa inspections 1s to
pravent the pr~liferation of rvlclaar wnapons

by deterring and detecting diversion ~Jf nuclaar
materialn. Most strategies for improving in-
spection plawring nw under consideration
involve substantial lncreares in the total
number of inspections ~s well ●s iii inspection
manpower. Hwevar, our prelimlnury work indi-
cates that if politlcal ●nd other nontechnical
objectives can be met, @ global inspection plan
based upon ●n optimized ●llocation of inspec-
tion ●ctivities could yield s~.stantial im-
provements in detection capability within IAW
Iesource lim~tations.

This paper descrlbos ● possible new strat-
●gy for ●xamining globol ttafeguards inspection
plans. It ●ccount for the differenctm in the

-- fuel cycle structure, the operabIe safeguards
ogreoments of ●ach country, ●nd tho cost ●nd
ctfectlveness of specific safeguards ●ctivities
in d~tectlng diversion. Ttm 8tratWY selects
inspection ●ctivities uning optimization theory
to maMlmlze the IAEA objective of detcctirtg
materials loss while observing ● constrrtint on
avallablo inspection remources.

Allocation of innpectlon rescwces to
Cacllities can be incetprettd ●s th~ process
of dwignlng ● complex ~ystem whose fundanmntal
components ●re the ●ctivities par[ormerl by
inspectors ●t these far!ilitiea. Th* design
proc~ss consists of solectlng th’se ●ctivities
DO that Agency objectives ●re ●ccomplished
within the limitn of resources availeble for
international safeguards, The steps in this
prcmma ●re to!

~r=d under the ●uspic.s of th~ UO
Department of tiergy, office of Safeguards ●nd
Irecurlty.

stete the objectives and coi!straintb
of the global inspection allocation:
identify diversion scenarios that stay
confront the system:
define the inspection activities that
●re responsive to these scenarios;
relect a performance measure for
evaluating attainment of Agency ob-
jectives;
select the Inspection activities that
maximize the performance nleasure and
that satinty (l).

This procedure leads to ● design that is most
prsferred in the sense that objective accom-
plishment is optimized within inspection
resource constrains. This design process is
sufficiently general to apply to resource
allocations among multlple countries having
multiple facilities.

iLJfmxex*Av@JMuWlvcaJw

For int~rnational safeguards the objectives
have been stated ●s

“ . ..the t$mely detection of diversion of
significant quantities of nuclear material
fran peaceful nuclear ●ctivities to the
manufacture of nuclear ~~aprwrs o; of other
nuclear ●xplosive devices or for pu?poscrr
unknown, ●nd deterrence of such diversion
by the risk of ●arly detection.”~

Because the deterrent influmce of lnterna-
tiorrsl ~afeguards depends on political ●nd
other conside ttlons beyond the scope of this
paper, we restrict consideration to the datec-
tion objective, noting that the pcmslbility of
detection contributes to the deterrence of
diversion.

Tne objective of dlvereion detection 1s
●mployed i,l thin study because tts degree of
●ccmvl:shment 1s readily quantified by the
probablllly of detection, which leads to ●

convenient manrs of pr~ference ordcrlng in.
spection plena. liwever, in prac.ic~. the
●insurance provid~d by nondttection of divctruion
is the operative •m~lect of int~rnational safe
guards. Indeed. the conclusion of ●osuranct
that no material has been diverted and its
acceptance by th~ international ccmsnunity in
the iinal result of virtually ●ll XAttAinspec-
tions, Thu8, our choice of dlvermlon detection
●s ● performance measure is Qnly for the con.
ven~once of having a quantifiable measule that
can ●ct ●s ● surrogate for the more subjective
and difficult to quanttfy ●msurahce nspect of
safeguards.



context of diversion scenarios consisting of a
sequence of ections for ecquiring materiel,
removing the material to enother locetion, and
possibly falsifying evidence of these ●ctlons,
In violetiorr of international
●grc,ements,2+

●efeguerds
These ectiorm cen ceuse

●tvmalies In fecility operations or records
that my be detected by appropriate lnspectitxh
●ctivitiee. For example, the clendestino
mmvel of ● fuel assembly from e storege pool
creetes en inconsistency between fecility
records ●nd a fuel essembly count, which could
be detected by an inspector. In eddition, ●n
action that is part of a divsrsion scenerio
may creete en anomaly in the ir,>.pection system
Itself ●s in the case of a tampering ettampt
agairast e tsmper-protected surveillance in-
strursent.

A useful distinction between scenarios is
sugqerrted by the IAEA requirement thet greater
concentration of verification ectivity be
placed on mcterial thet is more reedily used
in constructing nucleer weapons. This implies
that in designing en inspection plen those
●cenarioe involving more ●ttractive meteriel
be ●ssigned e greeter level of inspection ●f-
fort. A further consideration in ●llocating
inspection affort 1s the level of difficulty
that ● divartor would encounter in implementing
● scenario. These two considerations--materiel
●ttractiveness and technlcel complexity of the
scenerio--can be used to develop weighting
factors for scenarios that reflect the relative
likelihX5 thet ● dlvertor would select that
scenerio.

M itmpection system is ccrnposod of funda-
mental inspection ●ctivities such ●s counting
fuel assemblies in ● storege pool, verifying
facility records of fresh fuel receipts. or
anelyzing the records of ● film cemare. For
IAF.. oafeguarw, these ●ctlvltles have been
outlined for ●ach facility type. An ●ctivity
siay be characterized by a number of parameter
mo that ● given ●ctlvlty might be performed in
several ways, requir. various levels of ●ffort,
●nd have verlous levels of ●ffectiveness in
detecting .nomaliea. For ●xample, verifyir,g
the integrity of fuel ●saemblies depends on
the numbar of ●saembliea to he selected for
verification ●nd tho method of verification.
These ●ctivities can be implemented ●t severel
lwels of ●f~ort ranging frm ● vifdal obser-
vation of a few ●ssmbliea to ●ttributes ❑ees-
ureuents on wry ●ssemblies to confirm thet
the} contein radioactive meteriel. The
resou,ce ●llocation problem consists of selec-
ting ●ctivities ●nd thel~ level of irsplomente-
tion so that ●nomailes created by diversion
mcenerios ●re ●dequately detected in the car-
t.xt of ●il feciliti.e inspecte9.

Msociated with ●ech fundamental inspection
●ctivity is ● coat in ●gvncy resources. This
cost ●ay have ● ntier of coraponents such ●b
the inspector’s tise, the ●quipment used, or
the tise of suppo;t personnel ●t heedquert.rs.
Our propos.d wthod for ●electlng ●n optiaai

resource ●llocation can consider the con-
straints imposed by limited resources for cne
or more cost ccmporents. Thus, the anelyst
should assign the ccmtponent costs to eech
fundamental inspector ectivity end an upper
lisit on the to!el resource for each canpcnent.

5. Fue 1 Cvcle Conslderetlons

Differences in the relative completeness
of the fuel cycle of each country can influence
the inspection allocation process through the
diversion scanerios and inspection ectlvitles
that ●re expropriate in the context of eech
fuel cycle. In effect, the fuel cycle end the
inspection ●greements pertaining to it provide
the ground rules for developing diversion
●cenarlos, their associated ●ncmalies, ●nd the
possible inspection activities. Those fecets
of the fuel cycle that ere relevent to these
issues are the presence or absence of

(1) Nclproliferetion Treaty (end other
related treaties) signature,

(2) unsafeguarded facilities of anY sort,
(3) ●nrichment or raprocessincl capability,
(4) indigenous mining ●nd milling OK

source mattiriel,
(5) heavy water production plants
(6) fuel fabrication capability
(7) biiateral technology trensfer agree-

ments,
(8) import/export trede. ●nd
(9) States system of ●ccounting ●nd con-

trol ●xistence.
A ccmplete definition of e diversion seen

ario requlr.s knowledge of the locations,
amounts , ●nd forms of the materlul to be
diverted; the physical patha ●nd means for
removing the material; the structure of the
State’s ●ccounting system ●nd the fuel cycle;
●nd the opportunities fo: hiding ●violence of
diversion through manipulation of the Btete’s
●ccomting system or the fuel cycle. For
example, in countr~es whose fuel cycle includes
● reprocessing fecility, ●cenarloa in which
spent fuel 1s diverted for improper use ●re
rel.vant, Similarly, the choice of lnspectlort
●ctivities dapends on limitations imposed by
safeguards ●greements ●nd on technical consid-
●rations such MS key measurement points,
matorlal inventories ●nd throughput for ●ech
feclllty, ●nd fre,,uency ●nd amount of tranafers
between facilities ●nd with other !)tetes.
Again, ●s ●n ●xample, the presenco of ● re-
orocesslng facility should indicate ●mphasis
on activitiaa to verify spent-fuel tnventoriea$

Tho technical dataiis of tho fuel cycla
nay alao be usad to ●nhance lnspectkxr ●ffl-
ciency. For ●xample, where redundant informs.
tion such ●s shipperlreceiver steasurement data
●xiate, inspection ●ffort may be reduced by
verifying wtly part of th~ deta. Aleo, knowl-
●dge of the technical operating paratseters OK
● facility such ●a the throughput provides M
●dditional moans of wrifying thet the Stete’s
reported data ●re conaiatent with normal opec-
●ticm. Ideally, the complexities of the fuel
cycles of itldivldual States could best be
hendled by 1AM ●nalysts by cortst,ructlng



~uter-haserl naterlal flow models for each
ca8e. A generic model of this sort ia beyond
tiu scope of the present paper.

s. Perfo rmance ?leasur~ a

me goal of the resource allocation process
for 2ASA Inspection la to find ●n irispectjon
plan that best accompliahe, Rgency objectives
within the resource constraints. ‘rhis selec-
tion process requires that & pre~erence order-
Wg be placed upon ●ll inspection design
options as a means of determining which dis-
tribution of inspection effort is optiraal. A
performance rneesure la ● quantitative means of
developing this preference ordering, Beceuse
different performance meaaurea will, in 9en-
●ral, lead to different optimal inspection
plans, the choice of a parfotmance measure 1s
● key aspect of the design I?rocess, an6 the
measure that ts chosen should be compatible
with the lMA ob:>ctive of detecting diversion.
~ua, ● Performance measure should depend on
the individual det*ction probabilitlea of the
fundamental inspection ●ctivities ●gainst ●ech
scenario ●nd the relatlve likelihood of those
scene r 10s.

A reasonable model fok developing ● per-
formance measure ●t the facility level ia ●

I:ollc?ctiorl of diversion scenarios (Si) o

Nuitably normaliz~d weights lw~) chosen
t> xefiect the relative likelihood of the
s~nari~’s occurrence based on technical cort-
s M*r4t ione, such ●s material attractiveness
mld difficulty of scenario implementation, ●nd
a 8et of hspection plans {1 ) where

{
●ach

11) represents 4 complete fecil ty inep~ction
p’an. Tha performance measure is the .xpected
tilue of the detection probability, which is
●apressed as

NIP(SJI, ) #
i

(1)

wtwre P(SifIj) is the conditional prob-
@b’,llty 01 detecting scmario Si given that
ln:~pectton plan Ij ia uses. In the language
of stathtical d.cision thaory, tho optimal
design Iopt, which maxlmizas ●xpression (1),
it called a B&yes stret.gy.7

T,le Bayes ●trategy is a t~asoneble one
tdlbn there is confidence that the (wi)
rtpre.ent the true likelihood that ●ach scen-
frio ~uld be ●ttempted. t{owwer, Where there
‘is uncertainty ●bout thase Weights. ●s there
●u~t be in practice given the llmlted exper-
ience with ●ctuel divera!urrs, a perfor!aenc~
measure that q~.ves a more uniform distribution
of protection over ●ll ecenarlos may be -re
●ppropriate.

A maximin performance measure 1s dcCtned ●e

and ihe optimal inspection strategy under this
performance meesure will have a minimwn
detection probability over all scenarios that
1s greater than the mintmm for ●ny other in-
spection stretegy. Although this performance
measure selects an optimal Inspection pian

providing nearly uniform protection against
●ll scenarios, this is attained et the ●xpense
of a smaller detection probability ageinst
certain scenarios when compared with the Bayes
strategy.

7. wivitv OotiJnization Proqram - ODog

We have developed ● computer program to
find the Optimal Distributor Of Effort for
inspecting facllltles, where ●ach country has
multiple facilities, and each fa~’ility has
multiple diversion scenarios ot interest. ~r
00W software uses Bellman’s dynamic program-
ming ●pproach to ●veluate all possible assign-
ments of inspection activities emoung facili-
ties and to select the optimal inspection
plan.”

For this safeguards applicatlcm, ODOE has
been structured aa a nested dynamic program,
deeling with the allocation problem as either
● one or two-level decision process. The upper
level, which is actually solved second, de-
termines optlmsl dlstrlbutlons among multlple
facilities using ●ither tha Bayes or maximln
performance measure. At the lower level, the
program finds optimal resource distributions
among ●ctivities ●t ●ach particular facility.
Whenever multiple scenarios ere ●xamined at a
facility, 000ft cen use either Bayes or maximln
optlmfzatlon regardless of the approach wed
at the upper level.

000E or othar computerized optimization
techniques can ●asily find the optimal
distribution of ●ffort for inspection activi-
ties only if we can determine the need.d data.
For allocating resources within ● single fa-
cility the following data may be needed:

1.

2.

3*

4.

5

6.

The total resources availabl~ for in-
spections (man.years or dollara),
A list of diversion scenarios ●nd the
●ction ~lements that comprise ●ach
scenario,
The relative importance or likelihood
of eech scenario (scenario weighting
factor),
R list of inspection ●ctivities with
options for ●ach ●ctivity ranging
from not performing the ●ctivity to
the most complete ●ccomplishment of
the ●ctivity,
The detection capability (probablllty)
for ●ach option under ●ach divernion
scenario,
Reeourca cost of each option (matt-
veers or dollara),

.—
?tax ?tin

ji ‘%’lj) ‘ (2) *If omitted, velue is ●ssumed to be 1.0.



1.** p~~illty performance measure (Bayea -

axlnrize tha weighted average detec-
tion probability under all scenarios.
or maximin - maximize the detection
probability under the worst scenario.

when distributing resources song Several
facilities. two other factors come into play
es Uell:

1.* The relative safeguards Importance of
each facility (faciiity breightins
factor).

2.** Global performance measure (maximize
the weighted average detection prob-
ability. or maximize the weighted
detection probability for the tmrst
facility, as determined above.

Such data can be successfully assemblad
using a combination of well-established tech-
niques. Tnese include diversion path analysla,
established procedures for setting safeguards
inspection levels and estl.mat{.ng manpower re-
qulremsnts, anti Del~hi-ty?e expert assessments
of detection probai.~iitl,?s and weighting tac-
tora. However, no attempt to gather all the
required data Lq & consistent fashion haa yet
been nade.

~:a Ov tlmal Allocation Worthwhile?

Moderate improvements in i:~spectioa allo-
cations can result in large economic or detec-
tion benefita. (Note again that politicai and
other considerations are not treated in this
paper). Inspection activities on ● global
basis involve over 1700 inspections ●nd over
125 man-years ●nnually. Generally, these ln-
●pect.ions are targeted to achi,we roughly com-
parable safeguards leve18 at tncllitiea of the
same type. Currently these levels are consid-
ered to be insufficient, therefore. the overall
inspection budget in being lncreas~d rapidly.
Based on current trends, the number of lnspec-
titma has been optimistically pro~actad ●t
nearly 2600 by 1988,9

Under fixed resource constraints, ●~peri-
mental mllocetions with OWE ●nd other optimi-
zation procedures, ●ppmaf to yield nubstan-
t!ally higher performance m~asurea than those
obtained through uniform ●llocation (i.e..
when ●ll activities ●re psrfnrmed ●t aimllar
Ievaks). Cor:vermely, ●n optimal ●llocation
●cema to ●chieve tha same level of safeguard=
d~tection at ● substantially 10USZ r!,source
expenditure, Although the experi.mants to date
hava generally used hypothet~cal dtta, ths
overall conclusions for greatly incr~ased ●f-
fectlvenesa may well be correct. If ●o, there
la ●n opportunity hero that should bs looked
●t more closely.
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